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Abstract of the contribution: this document addresses the issues of Application Layer DNS Caching raised in SA2#141E.
1.
Discussion
In SA2#141E S2-2007242 raised the issue of Application Layer DNS Caching which was captured in TR 23.748 clause 7.2.2:
Impact of Application Layer DNS caching:

Some application may have DNS caching at the application layer. DNS caching at the application layer results in name resolution using previously cached entries that will result in no new DNS network lookups until the application cache timer expires.

Since cache timeout values on the caching UE application side can be significant, the following behavior may happen:

-
Applications may determine to flush its local caching before the cache timer expires.
-
Applications using connection oriented transport establish connection towards new EAS when:

(a)
an application layer redirect is sent with the URL/FQDN of the new EAS; or

(b)
an application uses anycast destination addresses that are routed to the new 'closest' EAS. No new procedures are required for KI#2 in this case; or

(c) establish new connection to new EAS after DNS caching is flushed by the applications or cache timer expires.

-
Applications not using connection oriented transport (e.g., multicast or subscribe/ notify communication patterns) should be responsible for detecting connection change (e.g., notification from UE connection manager). The application should take appropriate actions to indicate new IP address (e.g., in IGMP/MLD membership report message; new subscribe message).

And in NOTE 3 of the conclusions in clause 9.2.2:

9.2.2
Conclusions for Key Issue #2: UE DNS cache

For UE DNS cache related issue, it is concluded:

-
For session breakout case, the SMF may provide DNS cache clear indication within NAS message to UE as described in Solution #32 and #34 (only DNS cache related part). Based on the received DNS cache clear indication, the UE cleans the related DNS cache, which do not impact the application client.

Editor's note:
It is FFS when SMF sends the DNS cache clear indication to the UE, i.e. before the EAS relocation or after EAS relocation.

Editor's note:
It is FFS whether the SMF send the associated information with DNS cache clear to the UE so the UE can clear a part of DNS cache or all DNS cache.

NOTE 1:
If connectivity is available to the source EAS, then the application can select a new EAS after the DNS caching is flushed by the applications or cache timer expires.

NOTE 2:
If the UE does not support DNS cache clear triggered by 5GC, the application will continue to be served by the old EAS until the UE Application Layer DNS cache timer expires or the applications determines to flush the DNS cache.

NOTE 3:
This DNS cache clear indication does not impact the UE Application Layer DNS caching.
-
For SSC mode 2/3 case, the UE can removes the cached DNS records and can reselect a new EAS after it is allocated with a new IP address.

In order to address the issue of Application Layer DNS caching, the following steps need to be considered.
1.
Initiation of the UE cache modification/flushing, which can be triggered by:
1a.
The UE receiving a new IP address, as already described in the last bullet of the conclusions in clause 9.2.2;
1b.
A SMF ULCL insertion/DNAI change, as described in Solutions #32, #34 and already included in the conclusions in clause 9.2.2;

1c.
The EEC at the UE detecting a cell handover. Optionally the SMF or the LDNSR can send in advance instructions to the UE to configure the UE’s behavior for when the handover is detected. This additional step, currently not captured in TR 23.748, allows a faster DNS cache flushing in case of mobile UEs;
1d.
An Application Context relocation response sent to the UE. This option is out of scope of SA2.
2.
Execution of the DNS cache flush/modification, which can include:

2a.
The UE Application Layer DNS cache is cleared by the UE as described in Solutions #32, #34 and already included in Conclusions in clause 9.2.2;
2b.
The UE instructs the EEC to perform cache modification/flushing for application clients. This additional step, currently not captured in the TR, allows for a faster DNS cache flushing.
2.
Proposal
In order to speed up the Application Layer DNS cache flushing it is proposed to capture in the conclusions of TR 23.748 the two additional steps described in bullets 1c. and 2b. of clause 1. It is also proposed to clarify the details of when the UE can remove the cached DNS records for SSC modes 2 and 3.
>>>>BEGINNING OF CHANGES<<<<
7
Overall Evaluation

Editor's note:
This clause will provide evaluation of different solutions.
>>>>SKIPPED UNCHANGED TEXT<<<<
9.2.2
Conclusions for Key Issue #2: UE DNS cache

For UE DNS cache related issue, it is concluded:

-
For session breakout case, the SMF may provide DNS cache clear indication within NAS message to UE as described in Solution #32 and #34 (only DNS cache related part). Based on the received DNS cache clear indication, the UE cleans the related DNS cache, which do not impact the application client. Alternatively, the UE, optionally based on configuration from the SMF or the LDNSR, triggers DNS cache flushing also at handover.
Editor's note:
It is FFS when SMF sends the DNS cache clear indication to the UE, i.e. before the EAS relocation or after EAS relocation.

Editor's note:
It is FFS whether the SMF send the associated information with DNS cache clear to the UE so the UE can clear a part of DNS cache or all DNS cache.

NOTE 1:
If connectivity is available to the source EAS, then the application can select a new EAS after the DNS caching is flushed by the applications or cache timer expires.

NOTE 2:
If the UE does not support DNS cache clear triggered by 5GC, the application will continue to be served by the old EAS until the UE Application Layer DNS cache timer expires or the applications determines to flush the DNS cache.

NOTE 3:
This DNS cache clear indication does not impact the UE Application Layer DNS caching.
NOTE 4:
It is up to implementation whether the cache clear indication is shared with the Edge Enabler Client (EEC) to facilitate UE Application Layer DNS cache clearing. 
-
For SSC mode 2, the UE can remove the cached DNS records and can reselect a new EAS after the UE receives a new IP address in a PDU Session Release Command with 5GSM cause "reactivation requested".
-
For SSC mode 3, the UE can remove the cached DNS records and can reselect a new EAS after the UE receives a new IP address in a PDU Session Modification Command with 5GSM cause "reactivation requested".
>>>>END OF CHANGES<<<<
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